
 

 

Challenge 
Name: Self-healing, self-testing and self-improving software  Service 

Unit: 
Modern 
Applications 

 
Background of the challenge: 
 

Software systems have improved over a period of time. However, even now they are prone to errors, 
bugs, and require a lot of efforts to support during the lifetime of the system. It requires people to keep 
on using the existing development language, technology to keep the software up to date while fixing 
problems and changes to improve the features and functionalities of the system. 
 
The modern day software in the digital world does not have to be like a typical software system. It should 
be able to a self-healing, self-testing and self-improving software. What that means is that a) software 
should be able to patch-up a vulnerability gap, fix minor problems and restart/ reinstate itself in case of 
any interrupt/ abnormal shutdown, b) the software should have in-built testing capabilities for any minor 
changes, the testing should be completed without any external inputs/interventions, and c) software 
should improve when a problem is identified or certain inputs are provided to it.  
 
All of that should be part of the software rather than have a team of experts to keep on monitoring and 
supporting the software. 
 
Scalability of the challenge 
 

The solution if achieved could be applied to any major software system which has organization wide 
application and impact such as ERP, SCM, and CRM 
 
Which major business vertical does this challenge impact/pertain to? 
 

All Major business verticals will have an impact as the challenge pertains to software systems in general 
 
Potential business which could be opened if the challenge is solved: 
 

There are many potential business opportunities if the challenge is solved:  
 HCL might have all existing key customers asking for their software systems to be upgraded/ retro-

fitted to this new technology 
 The operations/ maintenance of such systems for major changes will move to HCL 
 New customers will follow suit to get their systems upgraded 
 
Nearest solution or player with development in this space? 
 

Need to be researched. 
 
Why this challenge is critical for HCL:  
 

HCL has been in the software development and maintenance services for over 40 years now, has good 
reputation amongst its customers. These customers look forward to HCL to solve their biggest challenge 
which is to minimize the cost incurred in software maintenance, bug-fixing and testing. 
 
  



 

 

Expected solution’s guidelines 
 

 The final solution should have at least one capability developed initially i.e. one of the 3 characteristics 
from self-healing, self-testing and self-improving, followed by the remaining 

 The self-healing capability should allow the software to either apply an already available patch in case 
of security vulnerability or write a patch to cover any faults occurring in the software 

 The patch written or applied should then be tested by the self-testing component of the system along 
with a regression testing of the system before going back to work again 

 The software should keep on collecting data about various parameters, usage and user behaviour and 
actions. This data should be analysed by the software and it should self-adjust or improve various 
modules/ components of the systems to give a better usability, performance and fault tolerance as a 
result. 

 
 


